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Abstract—This paper presents the “Operational
Data Lift" trial conducted within the DRIVER
project which aimed at assessing the operational
benefit that a COP (Common Operational Picture)
solution could bring to the coordination of a compkx
crisis in terms of vertical dissemination of
information in the command chain and horizontal
sharing of information with cross border partners
and other domains (e.g: Health, Police...). The
objectives, design, set-up and results of the tradre
presented. Based on the CESIR simulator of Entente-
Valabre, the Operational Data Lift trial has been a
learning-by-doing experience bringing together
organizations from the Civil Protection agencies,
industrial tool providers and researchers, and a i
step forward towards making coordination easier
between these various organizations.
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INTRODUCTION
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one command. A Common Operational Picture facdgat
collaborative planning and assists all echelonsathieve
situational awareness."[1]

This concept of COP has since been adopted by ithe C
Protection world, the idea is well known, severateaarch
projects have addressed this issue, including fample the
FP7 COPE project [2], or the IDIRA project [3JorBe COP
solutions are already in operational use, for exartipe LCMS
(Landelijk Crisismanagement Systeeimthe Netherlands.

During a DRIVER workshop held at the 14CM event in
Berlin (December 2015) , many Civil Protection offis
expressed that they considered COP as a direaidollbw,
but because of its technical and organizational pierity,
considered it necessary to hold some preliminargdtigations
and trials.

A COP needs to be fed by other Command and Control
systems (e.g: field, local Command and Controlesys). This
requires systems interconnections. But, as mertidne[4]
“for many reasons (political considerations, concabout the
confidentiality of the information, competition @onflicting
objectives between organizations, human behavamk lof
financing, etc.) there is no willingness to estsblidirect
interconnection (between systems), but rather d teeitilize
liaison officers between organizations.”

Moreover, on the technical side, interconnectingrent

management for European Resilience) is an FP7 scrisCommand and Control systems often proves to béculiff

management demonstration project which started 0h42
DRIVER has three main objectives:

« Develop a pan-European Test-bed for

management capability development,

crisis

(e.g: no import/export functionality available)wary poor (i.e:
only pictures of the situations can be sent). Timeent lack of
European standard in the representation of Emeygenc
Management information does not make things easier.

For all these reasons, technical solutions shoutd b

 Develop a well-balanced comprehensive portfolio of\-remental solutions, “in a step by step approashenablers

crisis management solutions,

of communication needs, and require training and

- Facilitate a shared understanding of crisis managem €xperiments.” [4]

across Europe.

The “Operational Data Lift” trial we present in gharticle

The concept of a Common Operational Picture, whicimplemented a learning-by-doing experience to neattire

initially came from the military world, is definesks “a single
identical display of relevant information shared rogre than

concept of COP in the Civil Protection communityd aassess
its potential operational benefits.



II. PARTICIPANTS IV. TRIAL DESIGN

Hosted by Entente-Valabre, at the CESIR (CentreoEur  The principle of the trial is to compare the infation
méditerranéen de Simulation des Risques) traingmger, the sharing offered by a COP solution (implemented witlo
“Operational Data Lift” trial was led by Thales,-ooganized different tools: Large Event (Thales) [6] and EXe COP
with Valabre and Safe-Cluster, and involved FretjaeiMSB,  (Frequentis)) with the information sharing offerieg Synergi
Valabre and JRC as tool providers, and XVR as gtiai  (SYstéme Numérique d’Echange, de Remontée et déoBGes
provider. des Informations) [7] the system used within thenEh Civil
Protection for sharing and disseminating informatio higher

The following Civil Protection organizations haveen levels of command.

involved as players: French fire-fighters from BMPM
(Marseille firefighters), from two other fire depaents of The same scenario was played three times by the sam
South of France (SDIS13 and SDIS83), and from theaZ  players. Run 1 was played with the legacy solu{®ynergi)
Headquarter (EMIZ: Etat Major Interministériel der¢) with  and procedure and Run2 and 3 with the Large Ewabtand

a contribution of BSPP (Paris firefighters) the Life-X COP tool respectively.

On the Swedish side, a former professional firgégh
officer now working at MSB was in charge of the @igh V. SCENARIO AND TRIAL SET-UP
local Command cell. ]
A. Scenario

The scenario of the experiment - a forest fireofoltd by a
chemical threat- was designed to require the shaoh
information across borders, between the variousl¢euof the
command chain, as well as between various Civitdetmn
bodies (Firefighters and Police).

Three evaluators -from Institut der Feuerwehr Noedr-
Westfalen (D), Norfolk Fire Brigade (UK) and CES&i(tner
of the FP7 ECOSSIAN Project [5] - were involvedtle trial
as well as three DRIVER project internal obserdeysn FhG-
IAO, MSB and JRC.

1. OBJECTIVES AND RESEARCH QUESTIONS In the scenario, the fire starts close to a sinedldranco-
Swedish border. The Swedish authorities are alettedrder
to fight the fire, the French fire-fighters musteusvater
bombers which require a green light from the Swedis

 To assess the potential operational benefit of @ coauthorities since the lake where they intend tdl isfon the

vertical dissemination of information (in the conmda chemical products is blocked. A plume model shaves the

border partners) Two threads have been selected to support theatigrof
- To assess the potential interest of the CESIR Hier t information sharing. Firstly the dissemination ananagement

evaluation and validation/certification of new Of the warning of the Swedish authorities (cf. TBpband

information systems and/or procedures. This newgaisa S€condly the dissemination and management of teenicl

is seen as a potential business model for the CESIESK (Cf. Tab 2). Each thread is characterized bigtaof key

Centre Euro-méditerranéen de Simulation des Rigque8§°Nts-

which is currently used exclusively for training.

The two main objectives of the “Operational Datfi"ltrial
are:

H : . TABLE 1. SCENARIO KEY POINTS RELATIVE TO THE WARNING OF
The main expected operational benefits of a COPoagh SWEDISH AUTHORITIES
are :
. . . . . . . . Nr Thread key points
» faster/easier dissemination of situational infoiorat 1
between the various levels of command, and thewsri Water bombers sent
organizations involved, 2 National Swedish Authorities
) ) warned
* Improved shared underStandlng’ 3 National Swedish Authorities
« better decision making. updated
. . “ . e 4 Local Swedish Authorities informed
The main research questions of the “Operationah Dét Tactical Situat oaded
H i : 5 actical situation uploade
trial are the following (SITAC)
Do the tested COP solutions bring the expected 6 Tactical situation read by Swedish
operational benefits: is information better shafadter, LHQ
with less effort? 7 Fire warning to Sweden

» Does the use of the CESIR simulator bring effective
support to this kind of trial?



TABLE 1. SCENARIO KEY POINTS RELATIVE TO THE CHEMICAL RISK

Thread key points

Chemical risk known

Plume Requested

Plume Uploaded

Leak alarm creation

Plume consulted by EMIZ

Leak alarm transmitted to Sweden

N oo~ W[IN|PP

Message to European authorities

Each run of the scenario took approximately 45 meisif
simulated time, representing from 3 to 4 hours pérational
time.

B. Chain of command

Many organizations were involved in the scenario. the
French side, the whole chain of command was ineblft®m
field level to local, regional and national level®n the
Swedish side, the field level and the national llewsere
involved. Both countries communicated with JRC \hic
played the role of ERCC (EU level).

The exchange of information in Run2 and Run3 wastha
on the following interfaces:

Field level system (Asphodéle)[8] sent tactical
information to the COP (Large Event for Run2 and
Life-X COP for Run3)

levels

(Emergency Response Coordination Center)).

It should be noted that the EU current procedurecifoss-
border cooperation which is required to go throtighnational
level was respected, yet some unusual informati@hanges
between France and Sweden was permitted in Run®Rand
by giving the Swedish teams access to the, CORwanigrectly
sending them EMSI messages. In this respect therddipnal
Data Lift” trial did not only assess a compositéuson made
of interconnected technical tools but also trialed
corresponding adapted procedure.

VI. TECHNICAL SET-UP

A. Smulation

The incident was simulated in the CESIR simulatord
located in a fictitious island (“Valabre Island’clated in the
middle of the Atlantic). The CESIR is a trainingnter which
includes a training simulator, a set of playingmsoand voice
communication capabilities (radio). The simulatoaisually
exclusively used for training purposes can simuléite

The COP was shared by Local, Regional and National

The COP sent CAP messages to JRC (playing ERCC

propagation, firefighters’ vehicles movements, aleri
firefighting equipment, helicopters and boats. Tine trucks
and helicopters were used in the trial.

B. Command cells

Each command cell (six cells altogether) was plalsic
installed in a dedicated room of the CESIR, withess to the
corresponding information system(s) and radio. BRCC
cell, played by JRC, was located at JRC facilitiensd
connected through the Internet.

Each CESIR command cell was staffed by professional
responders; the ERCC cell — which had no decisimin the
scenario - was staffed by JRC colleagues. Commgndin
officers were assisted by a Command and Contro) ¢(@zer
(to assist them in the use of the C2 tools wherdesdeor
desired) coming either from first responders’ oigations or
from the organization providing the specific tool.

The French regional command cell (EMIZ) includesd ifa
reality) a Police liaison officer. All other playerwere
firefighters.

C. Command and Control tools

The Command and Control
experiments were the following:

tools involved in the

Large Event (Thales) is a web based COP tools
dedicated to crisis management. It includes a niey v

of the COP, a logbook, and an electronic document
management tool.

Life-X COP (Frequentis) is a web based COP tools
dedicated to crisis management. It includes a niey v
of the COP and a logbook.

Synergi (Ministry of Interior) is the Crisis Managent
portal of the French ministry of interior. The viers
used in the “Operational Data Lift” trial consistetia
secured logbook where Civil Protection stakeholders
from various bodies can enter, and search forjscris
events. Other functionalities, including document-
sharing facilities, are also offered by Synergi uatre

not used in the trial.

Asphodeéle (Valabre) is a field level tactical sttoa
assessment tool. It is used by firefighters to rgarthe
intervention on site. It consists of a graphic @ditased
on a GIS.

LUPP (MSB) is a web-based application for situation
awareness and command & control. It provides a map-
based operational picture, manages dispatching of
resources and includes document-sharing capasilltie

is an operational tool of the Swedish Civil protect
agencies.

Crisis Wall (JRC) [9]: Crisis Wall is the tool ubsdy
ERCC to display various EU Crisis Management
portals such as GDACS[10], EMM[11], ERCC Portal
and collaborative risk systems. The software also
receives and displays data from various other data
sources Reliefweb [12] (disasters and updates) and



direct user input. In this trial,
functionality was used.

only the COP

D. Information sharing

During the legacy solution run (Runl), the techhica
information sharing was provided through Synerdf. (€ig 1)
which received pictures of the situation via maibni the
French field level system Asphodéle. The situatsared
though Synergi was based on text and pictures. Svisedish
side was only informed by telephone. The ERCC wat n
technically connected.

ERCC

e

Valabre XVR-Simulator

..:M«'”
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Fig. 1. Information sharing during Run 1

During the COP solutions runs (Runs 2 and 3) tbbrtieal
information sharing was supported by the COP tdbésge-
Event or Life-X COP) (cf. Fig 2.), which could becassed

The “Operational Data Lift" trial followed the stdards
chosen by the DRIVER project: EDXL-DE (Emergencytda
Exchange Language, Distribution Element) [13] foessage
envelopes and EMSI (Emergency Management Shared
Information) [14] and CAP (Common Alerting Protdjcfil5]
standards for content.

This exchange of standard-based structured messages
required some specific developments for Asphodate laipp
which did not initially include this functionality.

E. Smulator

The CESIR (Centre Euro-méditerranéen de Simulatiem
Risques) is a facility specially focused on a \attsimulation
environment, with an area of 600 m 2 fully custaahie for
any organization. The Simulation Center is equippéith a
XVR simulator based on a Unity graphic engine. Aslase
partner, CESIR develops specific environments fhis t
software with further add-ons to provide new fuowtlity and
new risks. All computers in CESIR are linked on t@me
network providing a realistic and interactive npltiyer
environment.

200 computers linked

220 display screens, beam projectors, interacthazds
and screens

2 helicopter cockpits
2 plane cockpits
1 boat cockpit

2 training rooms with next generation computer

through the web by various organizations (here ffooal t0 /|| EvALUATION METHODOLOGY

national levels). Other tools (field level and E&vel) were
connected through the exchange of formatted mess&y@P
tools were fed by field level tools. The COP prasdmap
based situation assessment and a logbook.

RUN 28&3 ‘3
=

5

| CAP
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@ Large Event
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Fig. 2. Information sharing during Run2 and 3

Both qualitative and quantitative methodologiesevesed
to evaluate the two main objectives.

A. Qualitative methodology

Questionnaires were distributed after the experiatem to
collect the immediate feedback of both players evaluators
on the following points:

Usability of tools (using SUS questionnaire [16])

General satisfaction and interest for further expents

Relevance of experiment set-up (with regards to the
objectives)

Actual delivery of a COP function

Overall appreciation of the benefit provided by COP
solutions

Interest of using the CESIR Simulator

In addition to the questionnaire, two focus growpsre
organized to collect more in-depth players’ feed#tbghe day
of the 3 runs) and evaluators’ feedback (the dtsr)af

Open comments concerning the organization



Requirements for further experiments

With the evaluators, the discussion was focusetherway
they work and the methodology they apply to evahgatrisis
management exercises.

B. Quantitative methodology

A quantitative methodology was defined in order to
measure the sharing of information in terms of affeness,
speed and richness.

The methodology was applied to some turning paiftie
scenario, and based on the analysis of the logheofCOP
tools. For each turning point the following chaeaistics were
collected:

Availability (has the information been receivedatigh
the information system? (y/n))

organization through the information system)

Depth of information in the information system {is
represented by a text, an image,
image/text, a tactical object (with characterigtics

All these characteristics depend rely on the famzi
import/export capabilities of the information syste which
constitute the COP solution, and the exchange déjeeb
between them.

C. Use of CESIR simulator

This qualitative information was collected
guestionnaires distributed immediately after theeginent,
and again a few weeks after the experiment. Twoalasth-up
debriefing sessions were organized, first with gtay then
with observers and evaluators.

by

VIIl. RESULTS

The analysis of the quantitative and qualitativéadand
feedback provided the following results.

A. Usability of tools

This usability measure questionnaire was submiibethe
three players using the COP tools at Local Headguyar
Regional Headquarter and National Headquarter. ePday
received a simple one hour hands on training ot é&OP
tool, and assistance was available during the rim&rench
(the language of the players) for Large Event anriglish for
Life-X COP.

The usability of both COP tools was evaluated kaypis
as good (cf. Fig.3).

a geolocate

Large Event
82

Life-X COP
64

SUS Score
characteristics:

QUARTILE
RANGES

NOT ACCEPTABLE MA
ANVARRANRANNNRANRANNRNNNNN _ Low |

WORST
IMAGINABLE  POOR

ACCEPTABILITY
RANGES
ADJECTIVE
RATINGS

1
30

1
20

Fig. 3. Usability of tools (SUS Questionnaire Score)

Considering that only three persons participatecthis
rating, the difference between the scores obtaimethe two
COP tools cannot be considered as revealing amyjfisent

Time (date when the information is received by thesuperiority in terms of usability. This conclusiowas

confirmed during the qualitative feedback: bothItowere
described as easy to use. The section main redfoestsange
H1ade by the players are listed in section [E].

B. Relevance of trial set-up

This question was asked of the three external ataisi
and three DRIVER observers on a scale from 0O (halljato 5
(completely) on the y-axis, and each evaluatohenxtaxis.

The scores (cf. Fig 4) show that the trial set-gs wvell
adapted to the objectives.

Question: Do you think that the set-up of this trial is
well adapted to the objectives?

Q10 - Do you think that the set-up of this trial is well
adapted to its objectives ?

1 2 3 4 5 (5]

Evaluators and Observers

=] w

1:notatall to5: fully
"

o

Fig. 4. Relevance of the set-up

The actors, evaluators and observers appreciatecefitay
of the same scenario and the comparison to theyegeals.
Players mentioned in their feedback that the coisparof
each tested tool with Synergi (legacy tool) enahlsédrs to
evaluate differences and industrialists to have etteb
knowledge of the currently available tools and uses

The main positive difference that was mentionednduthe
qualitative feedback was the ability of headquarfesm Local
to Regional and National levels to access a commem-based
situation.



C. Interest of simulator

The interest of the CESIR was unanimously recoghine
players who rated very positively the hosting o thial and
the use of the simulation that, they said, gaventhesense of
thrill, which made their use of tools closer to mi®nal
conditions.

D. Improvement of the information sharing

The effectiveness of the information sharing atiégi was
analyzed along two main threads: the cross borogperation
(cf. Fig 5: Warning of Swedish authorities) and treemical
risk (cf. Fig 6).

|

Trackers sent

National Swedish Authorities
warned

National Swedish Authorities

updated Run 1

Local Swedish Authorities W Run 2

informed ®Run 3

SITAC Uploaded

SITAC read by Swedish LHQ,

T T
9] 10 20 30 40 50

Fig. 5. Warning of Swedish authorities (minutes)

Plume Requested

Plume Uploaded

Leak alarm creation Run 1

HRun 2
Plume consulted by EMIZ
W Run 3

Leak alarm transmitted to Sweden

Message to European authorities

T T T T T
9] 5 10 15 20 25 30

Fig. 6. Chemical risk thread (in minutes)®

The analysis of figures shows that the COP solufirums
2 and 3) did not introduce a significant improvemienterms
of speed. Especially since the data transfer doe&pend on
the tool, but rather on the speed at which therin&tion is
prepared by the team in charge.

The qualitative feedback shows that the information

exchange is perceived as much more seamless andhéa
more important “depth” of information that is cogred by the
COP solution facilitates a better common understend/Vith
the COP solution, it is not only text or images, &lso text and
images and tactical objects on a map, and the neap of the
COP as a whole that can be shared.

The feedback is that it reduces the number of @rest
needing to be answered by radio, for example the af the
fire. As the radio communications were not loggéhis
improvement could not be quantitatively evaluated.

As shown in Fig 7, observers and evaluators westipe
about the experience and considered that is wasitie step
forward. They also declared they would be intekgtebeing
involved in another trial.

Question: Do you find this trial an interesting way
forward?

Q15 - Do you find this an intersting way forward

4 -
2 4
1 -
0 T T
1 2 3 4 5 [}

Evaluators and Observers

w

1l:notatall to5: fully

Fig. 7. Interesting way forward

E. Lessonslearnt and requirements for futuretrials

Players and evaluators declared their interestftollow
up of this trial. During the debriefing they formatgd the
following requirements which sum up the main lesstaarnt
from the Operational Data Lift trial:

« A more complex scenario, for example a multi-site
terrorist attack, with a risk of saturation of hilgvel
decision makers by huge flows of information.

» The way of presenting information in the COP should
be adapted to the level of command. Higher levels
should see information in an aggregated way. Psayer
mentioned that tools should be adapted to enable
different representation for higher levels whiclowd
see information in an aggregated way.

» In the “Operational Data Lift” trial, only firefiglers and
policemen were involved. The involvement of other
domains (e.g.: Health) in the COP is regarded ds bo
possible at this point and expected.

» The sharing of information with other Civil Protiget
bodies requires that each organization contributing
the COP identifies the type of information thatveints
to share with others.

A follow-up trial of “Operational Data Lift" will ke
organized in 2018. Most of these requirements vglffulfilled
by this trial: the scenario will be based on a Faltident use
case, and more Civil Protection agencies will beolved,
including the Firefighters, Health and Police.

The way the activity is logged (message exchangé&x;
tools, radio) will be improved to facilitate the antitative
analysis.



IX. CONCLUSION
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