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The DRIVER+ project 

Current and future challenges due to increasingly severe consequences of natural disasters and terrorist 
threats require the development and uptake of innovative solutions that are addressing the operational 
needs of practitioners dealing with Crisis Management. DRIVER+ (Driving Innovation in Crisis Management 
for European Resilience) is a FP7 Crisis Management demonstration project aiming at improving the way 
capability development and innovation management is tackled. DRIVER+ has three main objectives: 

1. Develop a pan-European Test-bed for Crisis Management capability development: 

- Develop a common guidance methodology and tool (supporting Trial and the gathering of lessons 
learned 

- Develop an infrastructure to create relevant environments, for enabling the trialing of new 
solutions and to explore and share CM capabilities 

- Run Trial in order to assess the value of solutions addressing specific needs using guidance and 
infrastructure 

- Ensure the sustainability of the pan-European Test-bed 

2. Develop a well-balanced comprehensive Portfolio of Crisis Management Solutions: 

- Facilitate the usage of the portfolio of solutions 
- Ensure the sustainability of the portfolio of tools 

3. Facilitate a shared understanding of Crisis Management across Europe: 

- Establish a common background 
- Cooperate with external partners in joint Trial 
- Disseminate project results 

In order to achieve these objectives, five Subprojects (SPs) have been established. SP91 Project 
Management is devoted to consortium level project management, and it is also in charge of the alignment 
of DRIVER+ with external initiatives on crisis management for the benefit of DRIVER+ and its stakeholders. 
In DRIVER+, all activities related to SIA (from the former SP8 and SP9) are part of SP91 as well. SP92 
Testbed will deliver a Guidance methodology and guidance tool supporting the design, conduct and 
analysis of Trial and will develop a reference implementation of the test-bed. It will also create the scenario 
simulation capability to support execution of the Trials.  SP93 Solutions will deliver the Portfolio of 
Solutions (PoS) which is a database driven web site that documents all the available DRIVER+ solutions, as 
well as solutions from external organisations. Adapting solutions to fit the needs addressed in Trial will be 
done in SP93. SP94 Trials will organize four series of Trial as well as the final demo. SP95 Impact, 
Engagement and Sustainability, is in charge of communication and dissemination, and also addresses 
issues related to improving sustainability, market aspects of solutions, and standardization. 

The DRIVER+ Trial and the Final Demonstration will benefit from the DRIVER+ Test-bed, providing the 
technological infrastructure, the necessary supporting methodology and adequate support tools to 
prepare, conduct and evaluate the Trial. All results from the trails will be stored and made available in the 
Portfolio of Solutions, being a central platform to present innovative solutions from consortium partners 
and third parties and to share experiences and best practices with respect to their application. In order to 
enhance the current European cooperation framework within the Crisis Management domain and to 
facilitate a shared understanding of Crisis Management across Europe, DRIVER+ will carry out a wide range 
of activities, whose most important will be to build and structure a dedicated Community of Practice in 
Crisis Management (CoPCM), thereby connecting and fostering the exchange on lessons learnt and best 
practices between Crisis Management practitioners as well as technological solution providers.  
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Executive summary 

This deliverable describes the third round of ethical and data protection approvals and notifications 
required by the DRIVER+ partners for activities between M41 (September 2017) to M47 (March 2018). The 
deliverable itself is not an input to any other DRIVER+ deliverable, since it documents an administrative 
procedure, and it is the third of its kind. As with the previous two (1) (2), the key purpose of this deliverable 
is to collect the documentation that is due at this point in time, and forward them to the Project Officer. 
The aim of this line of deliverables is to uphold a continuous overview of the status of ethical approvals 
throughout the project. 

Also after the restructuring of the project, the most important approvals needed for the various DRIVER+ 
tasks are data protection approvals that are issued by the local data protection agencies of those partners 
who lead the respective tasks. These constitute most, if not all approvals foreseen within DRIVER+.  

Since the project restarted in September 2017, the main bulk of project activities have consisted of 
activities relating to planning and organizing. Activities involving external participants, which are the most 
likely to need data protection approval (and where informed consent will be a requirement) are mainly 
foreseen from M47 onwards (starting with “Updated Gaps Assessment Workshop” Mid-January 2018 and 
“Workshop 0” in late February 2018).  

In sum, many DRIVER+ tasks are in the planning, and some pending research activities will need approval at 
a later stage in the project. After the restart of the project in September 2017, it was necessary to 
implement the ethics approvals procedures from the original project structure again in DRIVER+. After 
informing the partners about the relevant procedures, all project activities that have been reported to 
PRIO, and that is foreseen to need data protection approval up until and including M47, is described and 
documented in this deliverable. PRIO is in charge of coordinating this process, and for providing advice and 
support to the partners; however, it is the legal responsibility of the individual partners that the relevant 
approvals are in place for their activities.  

The statuses of all the activities that have been reported to PRIO in this round are summarized in tables in 
Chapter 3, and all relevant communication and documentation are archived at PRIO and retrievable on 
request by the Project Coordinator, the Ethical and Societal Advisory Board or the European Commission 
Project Officer. The template which was sent out to the partners to collect this information, as well as the 
email by PRIO accompanying this, are attached in Annex, together with the already available supporting 
documentation to go with the table. 
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1. Introduction  

Within FP7 projects, Special Clause 15 (SC15) regulates the collection and processing of personal data, 
which means that any research involving personal data is subject to approval by the data protection 
authorities (DPAs) of the country in which the data is collected. 

This deliverable is a follow-up deliverable to D95.22 (1) and D95.23 (2) and it follows the same basic 
structure as these two previous deliverables. The current deliverable contains the third collection of the 
ethical approvals (i.e. data protection) for the project activities between M41 – M47. This deliverable also 
reminds the DRIVER+ consortium about the approval procedures, and it collects the approvals that are due 
at this point in time. It collects, respectively, information on the tasks/ activities that were reported by 
partners to PRIO in this round. The information requested from partners was: 

 Task leader/ contact person; 
 Description of data collecting activity; 
 Activity starting date; 
 Related task / WP / SP1; 
 Is an approval by the relevant data protection authority necessary? (yes2/no); 
 Is a notification to the relevant data protection authority necessary? (yes3/no). 

Table 3.1 is a summary of the templates referring to tasks not requiring approval nor notification to the 
data protection authority, while Table 3.2 is a summary of the templates referring to tasks requiring 
approval or notification to the data protection authority. For all the tasks comprised and explained in the 
tables, email exchanges and the original filled-out templates by each partner/ partner representative are 
archived at PRIO and are retrievable on request by the Project Coordinator, the Ethical and Societal 
Advisory Board (ESAB) or the European Commission Project Officer. 

The deliverable D91.3 Ethical procedures, risks and safeguards (3) is still the main document describing the 
procedures and requirements for research ethics and data protection issues in the project. In especially 
complicated cases, the national Data Protection Authorities should be consulted for advice. PRIO can also 
be consulted in special cases, preferably for more procedural inquiries. Furthermore, as a new feature in 
DRIVER+, guidelines, checklists and templates (for applying for data protection approval and for informed 
consent) will be made available for all partners online via the Collaborative Workspace (CoW). This means 
that the administrative burden will be lessened, and that the information about data protection procedures 
and informed consent will be made accessible to all in an online format. This will mainly happen as an 
online component in the DRIVER+ Project Handbook on the COW, but these topics will also be translated 
into features of the permanent structure of the DRIVER+ Portfolio of Solutions and the DRIVER+ Guidance 
Tool4. 

A complete update on the concrete implementation of research ethics procedures, also with regards to 
external cooperation, will be presented in the upcoming third Ethical Monitoring Report. In short, PRIO is 
currently discussing with ARTTIC (WP912) as well as with SRC PAS (SP94) the implementation of research 
ethics procedures both for external events and for the DRIVER+ Trials (and in particular the inclusion of 
volunteers in the Trials). 
  

                                                           

1 If no approval or notification is required for the activities between M41-M47 in a certain WP, a general statement can be made 
here, such as: “No activities in WPXX are in need of approval/ notification between M41-M47”. 
2 If approval is needed, documentation needs to be sent to PRIO by 1st December 2017. 
3 If a notification is necessary, documentation needs to be sent to PRIO by 1st December 2017. 
4 The concrete implementation into SP92 and SP93 are currently being discussed with the respective SP/ WP leaders at the final 
drafting stage of this deliverable. However, the input to the DRIVER+ project Handbook was submitted to TNO as per 20.11.2017, 
and has been implemented online at the time of the submission of this deliverable. 
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2. Information Procedure & types of approvals in DRIVER+ 

2.1 DRIVER+ ethics procedures: Informing the consortium  

Research conducted within the DRIVER+ project seeks to maintain high ethical standards. As a continuation 
of the successful ethics procedures from the original project structure, several mechanisms and tasks are 
set in place after the restructuring process to ensure this. 

Basically, the work on research ethics and data protection issues is carried out via two main tasks: 

 In T913.1, which has as its overarching objective to inform and advise partners regarding research 
ethics (SC15) and to collect the required authorisations and notifications for all project activities. 
This task also monitors and systematically screens the project with regards to emerging ethical 
issues, and addresses and reports on these in annual Ethical Monitoring Reports. This task is being 
coordinated by PRIO. 

 In T913.2, where PRIO coordinates the DRIVER+ Ethical and Societal Advisory Board. The Board will 
convene four times during the remainder of the project.  Each meeting discusses research ethics 
issues and questions that are relevant to the project and that have been mentioned by partners in 
the annual ethical monitoring reports. PRIO is the link between the Board and the rest of the 
project, and the Ethical Monitoring Reports (where all partners provide input) is the key vantage 
point for the meetings between PRIO and the Board. The next meeting of the ESAB will be held in 
Valabre on the 16th January 2018. 

The DRIVER+ consortium was reminded and updated on the potential necessity to obtain approvals via an 
email to all SP leaders 3rd November 2017 (in Annex to this deliverable), and their feedback was requested 
by the 15th November 2017. A template (also in Annex) for the partners to fill out was included in the 
original email. The deadline for providing potentially relevant documentation was set to 1st December 
2017, and reminders have been sent to the consortium to follow up these requests. PRIO has continued to 
follow up with individual SP leaders and task leaders when necessary, to explain procedures and remind the 
respective responsible partners of their approval process.  

The next Ethical Monitoring Report (D913.13 due in M50) will also document and address key ethical issues 
identified in DRIVER+, and it will repeat and refine some core points from the two previous Ethical 
Monitoring Reports; both to clarify some particularly important points regarding research ethics, but also 
to update and specify previously given guidelines. This is especially important due to the inclusion of new 
partners in the DRIVER+ consortium, which have not been part of the ethics procedures before. It might 
also be that newly added CM solutions, or the combination of solutions, might trigger new needs and thus 
need to be addressed.  

These procedures have already been implemented via several previous deliverables, for example, in D95.22 
Ethical Approval 1 (1) and D95.31 Ethical Monitoring Report (4). Obligations set out by the European 
Commission are furthermore embedded in the Grant Agreement of the DRIVER+ project in a variety of 
ways, most prominently through the general contractual mechanism put in place in order to assure this 
high standard of research ethics, known as Special Clause 15.  
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Special Clause 15 states:  

The beneficiary(ies) shall provide the REA with a written confirmation that it has received (a) favourable 
opinion(s) of the relevant ethics committee(s) and, if applicable, the regulatory approval(s) of the competent 
national or local authority(ies) in the country in which the research is to be carried out before beginning any 
REA approved research requiring such opinions or approvals. The copy of the official approval from the 
relevant national or local ethics committees must also be provided to the REA.   

As the implications and obligations linked to SC15, as well as the discussions and information given in 
previous deliverables regulating research ethics in the project show, research conducted in the DRIVER+ 
project continues to be subject to two kinds of approvals. These are detailed in the following. 

2.2 Kinds of approvals needed in DRIVER+ 

No indication that approvals beyond what is described below will be needed for DRIVER+ have been 
identified at this stage. Although PRIO will continue its systematic screening of the project, to potentially 
identify new needs and requirements, this means that there are two kinds of ethics approvals that are 
relevant for DRIVER+.  

1) General data protection approvals  
2) Potentially, other ethical approvals relating to ‘play acting’ and research activities taking place in 

the field or in the public. 

 A lot of the research activities within DRIVER+ revolve around the Trials. The DRIVER+ Trials combine many 
research activities under this umbrella term, all of which are organized in SP94, and which will be carried 
out via four Trials (in Poland, France, Austria and the Netherlands) and a Final Demonstration (Italy and 
Poland). These Trials will consist of several interlinked activities, and data collection is foreseen through, for 
example, registration in participant portals, interviews, focus groups, the testing of software or desktop 
simulations, which can or cannot involve human participants. In line with these methods and in order to 
protect personal data collected in these tasks, the most important approvals needed are data protection 
approvals that are issued by the local data protection agencies of those partners who lead the respective 
task. These (still) constitute most, if not all approvals within DRIVER+. However, the second category listed 
above, indicates that other particular approvals and more advanced informed consent forms might be 
needed if e.g. external participants play out scenarios or are involved in more physically challenging 
activities.  

While the final scenarios of the Trials are yet to be decided, preliminary discussions with the coordinator of 
SP94 - Trails (SRC PAS), has indicated that it is likely that the Trials (more specifically Trial 1 in Poland and 
Trial 3 in Austria) or the Final Demonstration includes elements of play acting, which may include affiliated 
volunteers or citizens. In that case, DRIVER+ partners have to ensure that no harm is being done to 
participants and bystanders. If such elements will be part of the Trials, additional approvals might be 
necessary, and have to be sought from the relevant national ethics committee of the responsible partner. It 
is also recommended to use more comprehensive informed consent forms for the volunteers. PRIO will 
follow up on this, and will review all the documents used. Often, data protection authorities and other 
ethical committees are gathered in one authority that may issue both kinds of approvals. Otherwise, some 
institutions (such as large companies, universities, and laboratories etc.,) have their own ethical advisory 
boards, which do have authorization to issue approvals. In any case, the relevant procedures and 
requirements need to be investigated in the individual cases, and PRIO remains at the disposal of the 
partners to help clarify such issues.  

Although more elaborate kinds of approvals might be relevant at a later stage in the project, all tasks 
mentioned in this report are in need of approvals by data protection authorities only. Since research 
within DRIVER+ does not foresee testing on human or animal cells, medical approvals are still of no need 
within DRIVER+.  
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2.3 Impact of the restructuring into DRIVER+ 

In addition to the abovementioned process of informing the consortium, and implementing the 
procedures, some additional considerations should be mentioned relating to suspension and restructuring 
of DRIVER into DRIVER+, officially restarting on 1st September 2017. Since many DRIVER+ tasks are still in 
the planning (such as the four Trials) it is very likely that research activities in need of approvals happen at a 
later stage in the project. These will be included in the next round of collected approvals, which will be 
submitted in the final reporting period of DRIVER+ in M56.  
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3. Overview of Approval Statuses 

3.1 Explanation of the Approval Statuses 

All tasks that have been reported to PRIO are listed below. While this overview shows the status of the 
different tasks, it is the task leader who is the responsible for obtaining the actual approval. The status of 
the different activities is indicated in the tables below, and relevant communication and documentation is 
detailed in next sections. Some tasks are covered by approvals from another task (cf. combination of 
approval processes) or are covered by approvals or notifications obtained within the previous structure of 
the project. After receiving the filled-out templates in return from the partners, the next step is to go 
through the information and follow up whenever that was necessary. This follow-up does not end with this 
deliverable, but will continue to be carried out in T913.1 throughout the rest of the project. PRIO also 
expects more issues to surface following the distribution of the questionnaire that will be sent to all 
partners in preparation of the third Ethical Monitoring Report. 

The template distributed to all the SP leaders was simplified quite a bit since the previous rounds. In 
essence, it only asks partners to describe their activities in two options: whether approval by relevant data 
protection authorities is necessary or if a notification to the relevant data protection authority is necessary. 
If the answer to any of these questions was “yes” a few more boxes have to be filled out, detailing what the 
status of this is, allowing PRIO to follow up with the partner(s) as relevant. Two examples are given:  

1) “E.g. application for approval sent to the Norwegian Data Protection Authority 03/11/2017. 
Documentation of this will be sent to PRIO by 1st December 2017”. 

2) “E.g. a notification will be submitted to the Norwegian Data Protection Authority shortly. 
Documentation of this will be sent to PRIO by 1st December 2017”.  

The latter category was included already in the first round of approvals, since it was already clear that not 
all Data Protection authorities (DPAs) issue approvals, but that the data protection procedure in certain 
cases is completed by notifying the DPA, or by registering the project/ activity with the DPA or similar 
national authorities. In that case the application form or registration form will be stored at PRIO and be 
available upon request. 

If a partner reports that there is no data being collected/ no approval needed, this means that the task 
does not collect personal data at all, and that the partners do not need approval or to notify the DPA. Why 
they are not collecting personal data is often explained and documented in respective emails, which are 
also archived at PRIO and can be forwarded upon request. In some cases it might be that an application is 
in progress, but not ready at the time of submission of the current deliverable, e.g. because a reply from 
the DPA might be pending. In that case, as agreed with the PO in the early stages of the project, the 
application form or registration form is attached in the Annex for documentation. It might also be that 
activities expected to need approval or notification is postponed so that it falls outside the scope of the 
reporting period for the deliverables. Such explanations are archived at PRIO and can be forwarded upon 
request. It may also happen that a task lasts from M41 to M72. In that case, relevant research activities 
may start at a later stage, and thus the need for approval might appear only later in the project. 



 

This project has received funding from the European Union’s 7th Framework Programme for Research, Technological Development and Demonstration under Grant Agreement (GA) N° #607798 

3.2 Reported activities M41 – M47 that do not require approval 

The number of templates received in this round was a small number. This is largely explained by the fact that the deadline for the first submission of templates 
occurred only two and a half months after the beginning of the new stage of DRIVER+. This means that, by the established deadline of 15th November 2017, there 
were not many tasks including data collection being implemented, and only a few were being prepared within the time-frame under analysis (M41- M47). It is 
expected that the next collection of information, planned for M47 onwards, will generate more relevant information, especially since this will include all four of the 
DRIVER+ Trials, as well as the Final Demonstration. 

Out of the three tasks requiring notification to the relevant data protection authorities, two have been notified to these authorities, and a third one was reportedly 
submitted by 15th November 2017. 

Table 3.1: Templates of tasks neither requiring approval nor notification to data protection authority 

                                                           
5 If no approval or notification is required for the activities between M41-M47 in a certain WP, a general statement can be made here, such as: “No activities in WPXX are in need of approval/ 
notification between M41-M47”. 
6 If approval is needed, documentation needs to be sent to PRIO by 1st December 2017. 
7 If a notification is necessary, documentation needs to be sent to PRIO by 1st December 2017. 

Task leader/ 
contact person 

Description of data 
collecting activity 

Activity 
starting 

date 

Related task / 
WP / SP5 

Is an approval by the relevant data 
protection authority necessary? 

(yes6/no) 

Is a notification to the relevant data protection 
authority necessary? (yes7/no) 

Esther Kähler 
(DIN) 

None - WP955 No No 

Chiara Fonio, 
JRC 

No activities in  
WP921 and in T922.1 
and T922.2 (WP922) 
and T923.1 (WP923) 
are in need of 
approval/notification 
between M41-47 

- - No No 
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FRQ / Ludwig 
Kastner 

Exchange of data 
between software 
tools via technical 
interfaces 

M47 T934.3 NO, we assume that the data which 
come from other partners tools to our 
tool are approved by these partners. 

NO, we assume that the data which come from 
other partners tools to our tool are approved by 
these partners. 

DLR / Dagi 
Geister, 
Konstanze 
Lechner 

Possibly data from 
Trial evaluation (e.g. 
interviews, focus 
groups, 
questionnaires, …) 

M51 SP94, WP946, 
T946.5 

No, not yet No, not yet 

GMV/ Hector 
Naranjo 

- M41 GMV is 
involved in 
different WPs 
and Tasks in all 
SPs but not 
any Task is 
being led by 
GMV between 
M41-M47 

NO NO 

HKV/ Job 
Verkaik 

None. 
HKV contributes to the 
guidance 
methodology, the 
implementation of it 
and scenario building. 

M41 WP 922, 924, 
933, 946, 947 

NO NO 

VALABRE/Alice 
Clémenceau 

focus groups 
(workshop on gaps 
assessments) 

M45 T922.1(leader) 
WP922, SP92 

NO (no “sensible” personal data as 
defined in French regulation will be 
collected) 

NO (no “sensible” personal data as defined in 
French regulation will be collected) 

VALABRE/Alice 
Clémenceau 

No data collecting 
activity  in this period 

- WP944 
(leader) 

- - 
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SRC PAS/ 
Joanna 
Tymińska 

Contact for the 
purpose of organizing 
Workshop “0” 

M43 MS21, WP941, 
SP94 

No activities in WP941 are in need of 
approval/ notification between M41-
M47. 
Status: In the upcoming 6 months, the 
only opportunity during, which SRC 
will be gathering and using personal 
data is Workshop “0”, which will be 5 
days long conference. The personal 
data we are gathering is name, 
surname, organization name, and 
email addresses. We gather those 
data for managerial purposes and we 
do not intent to share those data with 
anyone from external environment of 
the project. Our national Polish 
legislation and data protection act 
doesn’t oblige us to be monitored nor 
to notify any organs due to 
organisation of this event. 

No activities in WP941 are in need of approval/ 
notification between M41-M47. 

Status: In the upcoming 6 months, the only 
opportunity during, which SRC will be gathering and 
using personal data is Workshop “0”, which will be 5 
days long conference. The personal data we are 
gathering is name, surname, organization name, and 
email addresses. We gather those data for 
managerial purposes and we do not intent to share 
those data with anyone from external environment 
of the project. Our national Polish legislation and 
data protection act doesn’t oblige us to be 
monitored nor to notify any organs due to 
organisation of this event. 

 
 EDISOFT/ 
João Vale  
 

 

 
None known at the 
moment  

 

- - NO 

Status: We are a Solution Provider on 
the scope of DRIVER+ with a very 
limited scope and no responsibility in 
any Task or Deliverable. At the 
moment, we don’t have any collecting 
data activity foreseen. 

 

NO 

Status: We are a Solution Provider on the scope of 
DRIVER+ with a very limited scope and no 
responsibility in any Task or Deliverable. At the 
moment, we don’t have any collecting data activity 
foreseen. 

 

DWR/Martin 
Bjerregaard 

Damage data from 
satellite imagery 

M41-end 
of Project 

SP93 & SP94 NO NO 
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TNO/ Peter 
Petiet, Marcel 
van Berlo 

Personal data 
registration w.r.t. 
applying to the 
Advisory Board. 

M41 T911.4, 
WP911, SP91 

NO NO 

TNO/ Peter 
Petiet, Marcel 
van Berlo 

Personal data 
registration of external 
guests w.r.t. attending 
the KoM. 

M41 T911.4, 
WP911, SP91 

NO NO 

Atos / Pedro 
Soria 

None of the tasks of 
Atos in the project 
involve the collection 
or processing of 
personal data 

N/A N/A NO NO 

Thales Services/ 
Edith Felix 

Nothing to declare. N/A N/A NO NO 

CSDM/ Todor 
Tagarev 

CSDM is not 
collecting any 
personal data in its 
research. Also, we 
got approval from 
the national ethics 
authority 
(Commission for 
Personal Data 
Protection) in the 
beginning of DRIVER. 
 

N/A N/A N/A N/A 
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3.3 Reported activities M41- M47 that require approval/ notification 

Table 3.2: Templates of tasks requiring approval or notification to data protection authority 

                                                           
8 If no approval or notification is required for the activities between M41-M47 in a certain WP, a general statement can be made here, such as: “No activities in WPXX are in need of approval/ 
notification between M41-M47”. 
9 If approval is needed, documentation needs to be sent to PRIO by 1st December 2017. 
10 If a notification is necessary, documentation needs to be sent to PRIO by 1st December 2017. 

Task leader/ contact 
person 

Description of 
data collecting 

activity 

Activity 
starting 

date 

Related task / 
WP / SP8 

Is an approval by 
the relevant 

data protection 
authority 

necessary? 
(yes9/no) 

Is a notification to the relevant data protection 
authority necessary? (yes10/no) 

ARTTIC/Stéphanie Albiero 
& Michael Löscher 

Contact 
database as part 
of the Online 
Community 
Platform  

M41 T953.3/WP953/
WP95 

NO Done already 
 
Status:  SP95 is concerned only by the collection of personal 
data regarding the Online Platform/External cooperation 
platform, and therefore the Community of Practice The data 
collected is basic data, such as name, address, domains of 
professional interest, etc. of persons interested in the 
activities of the DRIVER project, referred to as the DRIVER 
Community. This data is used 1) for disseminating 
information (e.g. newsletters, invitation to events organized 
by the project, etc.) to professionals in the Crisis 
Management domain, and 2) to give these persons access to 
on-line services offered by the project, in particular to the 
Online Community Platform (OCP). This data is stored in a 
data base held by DRIVER+ partner ARTTIC, i.e. in France in 
accordance with the French 1978/01/06 law. Data collection 
is done over on-line forms and is a voluntary act of the 
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11 TNO is formal leader of this task, but Ecorys will be carrying out the bulk of the data collection. 

concerned person - no data is collected without the consent. 
The persons registering their data are informed about the 
intended use of the data and on their right to access, modify 
or remove the stored data at any time. 
The data collection file has been declared to the French 
Administrative Authority for data protection (CNIL) under the 
Declaration n° 1620342 v0. No unforeseen problems have 
been encountered. 
The declaration to CNIL is in Annex to this deliverable, and 
the full declaration is stored with PRIO, and is available upon 
request. 

Ecorys / Laura Birkman Interviews, 
workshops, 
questionnaires. 

M44 T953.1/WP953/
SP95 
T954.2/WP954/
SP9511 
T954.4/WP954/
SP95  

 

NO YES 
 
Status:  A notification will be submitted to the Dutch Data 
Protection Authority on 15-11-2017. Documentation of this 
will be sent to PRIO by 1st December 2017. 
Update: The notification has been received by PRIO 1st 
December 2017, and is in Annex to this deliverable. 

ITTI / Piotr Tyczka Collecting the 
personal data of 
the CM 
practitioners in 
order to invite 
them to the 
I4CM event 

M41 T953.4 NO YES 
 
Status:  A notification on collecting the personal data of CM 
practitioners by ITTI for the purpose of carrying out the 
DRIVER project activities was submitted to the Bureau of the 
Inspector General for the Protection of Personal Data in 
Poland (GIODO) on 24 April 2015 (Ref.no.: WWW 45250415). 
It was registered by GIODO under the following signature: 
r010732/15. 
Submitted document to GIODO (in Polish) is attached. 

SGSP/ Magdalena 
Gikiewicz,  Tomasz 
Zwęgliński 

-Name 
-Organization 
-Country 

M41 WP943, 
T943.3 

NO YES 
 
Status: The data set for registration has been submitted to 
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-E-mail 
-Telephone 
-Address 
-Photo 
-Profession 
-Questionnaire 
interview. 

the General Inspector for the Protection of Personal Data, in 
accordance with Polish law in force. Reference number 
42841117. 



 

This project has received funding from the European Union’s 7th Framework Programme for Research, Technological Development and 
Demonstration under Grant Agreement (GA) N° #607798 

4. Summarising conclusion & Way forward 

As this deliverable has shown, the approvals needed for the DRIVER+ tasks in the period M41 – M47 have 
been obtained or are in the process of being obtained. The current document is part of a series of 
deliverables where the next one of which is due in M56. That deliverable will contain the approvals needed 
between M48 and M72. This next and final reporting period is rather extensive, so it is likely that not all 
documentation will be ready by the time the deliverable is due. In this case, documentation and 
communication will be forwarded in other formats, for example as part of the final Ethical Monitoring 
Report (D913.14) due in M62, or in other periodical DRIVER+ reports on SP level.  

The next meeting of the DRIVER+ Ethical and Societal Advisory Board (ESAB) will take place on the 16th 
January in Valabre, and the Board will also take part in the introductory meeting with the regular Advisory 
Board on the 15th January. During the dedicated ESAB-meeting, the procedures described and implemented 
in the current deliverables will again be discussed with the Board members. The procedures, and its 
guidelines and suggested templates, are currently being implemented in the DRIVER+ Project Handbook 
and on the Collaborative Workspace, and during the next couple of months, the same procedures will be 
integrated in other parts of the project, e.g. SP92 and SP93. The integration of data protection procedures 
and guidelines in the PoS and in the SP92 DRIVER+ Guidance Tool will ensure that these requirements are 
fulfilled in relation to the DRIVER+ Trials.  

Since the next round of data protection/ research ethics approvals will cover both the four Trials and the 
Final Demonstration, the final deliverable in this series is expected to be large, and contain a lot more 
information than this current deliverable. However, including all the Trials in one round, allows for a more 
coherent take on the activities, also with regards to information procedures from PRIO and to the partners. 
In especially complicated cases, the national Data Protection Authorities should be consulted for advice. 
PRIO can also be consulted in special cases, preferably for more procedural inquiries. Furthermore, as a 
new feature in DRIVER+, guidelines, checklists and templates (for applying for data protection approval and 
for informed consent) will be made available for all partners online on the CoW. This means that the 
administrative burden will be lessened, and that the information about data protection procedures will be 
made accessible to all in an online format. This will mainly happen as an online component in the DRIVER+ 
Project Handbook, but these topics will likely also be translated into features of the permanent structure of 
the DRIVER+ Portfolio of Solutions and the DRIVER+ Guidance Tool12. 

                                                           
12 The concrete implementation into SP92 and SP93 are currently being discussed with the respective SP/ WP leaders at the final 
drafting stage of this deliverable. However, the input to the DRIVER+ project Handbook has already been submitted to TNO as per 
20.11.2017. 
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Annexes 

Annex 1 – DRIVER+ Terminology 

In order to have a common understanding within the DRIVER+ project and beyond and to ensure the use of 
a common language in all project deliverables and communications, a terminology is developed by making 
reference to main sources, such as ISO standards and UNISDR. This terminology is presented online as part 
of the Portfolio of Solutions and it will be continuously reviewed and updated13. The terminology is applied 
throughout the documents produced by DRIVER+. Each deliverable includes an annex as provided 
hereunder, which holds an extract from the comprehensive terminology containing the relevant DRIVER+ 
terms for this respective document. 

Terminology Definition Comment 

Best Practice This encompasses the preferred actions in a specific 
type of situation to efficiently and effectively achieve 
a certain objective. Best Practice may be formalised in 
internal policy documents such as handbooks and 
standard operation procedures and could be based on 
one or several Lesson Identified/Lessons Learned 
approved by decision-makers. 

 

Data, personal Information relating to an identified or identifiable 
individual that is recorded in any form, including 
electronically or on paper. 

 

Data, sensitive Data with potentially harmful effects in the event of 
disclosure or misuse. 

 

Data Protection 
Approval 

Procedure of applying to the national or local Data 
Protection Authority to report about the collection, 
storage and/or analysis of personal data for a specific 
task. Whether reporting the activity is enough or 
actual approval is granted depends on the respective 
data protection authority. The task leader is generally 
the legal owner of this procedure. 

 

Guidance 
Methodology 

 Definition is still “under 
construction” and can be found 
online in the near future. 

Informed 
consent 

 Definition is still “under 
construction” and can be found 
online in the near future. 

Research ethics  Definition is still “under 
construction” and can be found 
online in the near future. 

Table top 
exercises 

 Definition is still “under 
construction” and can be found 
online in the near future. 

                                                           
13 Until the Portfolio of Solutions is operational, the terminology is presented in the DRIVER+ Project Handbook and access can be 
requested by third parties by contacting coordination@projectdriver.eu  
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Terminology Definition Comment 

Trial  Definition is still “under 
construction” and can be found 
online in the near future. 

Trial Action 
Plan (TAP) 

 Definition is still “under 
construction” and can be found 
online in the near future. 
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Annex 2 – Email sent to SP leaders 03/11/2017 

Dear partner in DRIVER+, 

 

Summary of the following email:  

 

Any project activity until end of M47, that may require ethics approval, needs to be reported to PRIO 
before 15th November, and info on the status of the actual approval/ notification has to be forwarded to 
PRIO by 1st December 2017. For both purposes, please use the templates enclosed. 

  

This email is sent to all PoC’s in DRIVER+, and it is meant to inform you about the implementation of 
research ethics in the project. As some of you may remember, this was PRIO’s task in the old DRIVER as 
well, so some of you knows the drill already (and it might be that approvals made for the old DRIVER are 
still valid). Please forward this email to the relevant people in your organization if you are not that person. 

Basically, PRIO is here to make sure that research ethics procedures are taken into account in the project. 
Research ethics, and especially data protection issues, are increasingly important to REA, so it is crucial that 
this task gets proper attention.  

It is the responsibility of each task leader to report to PRIO if you are planning to carry out activities that 
might require you to get approval from an ethics board or from your national data protection authority, 
and PRIO is here to give support and guidance.  

Based on guidelines already provided (attached- D91.3), and the table below, all partners have to decide if 
some kind of approval (this means data protection approval in most cases) is needed for their activities. 
After doing this, the responsible organization should let PRIO know about the result, and if approval is 
needed, a copy of these needs to be forwarded to us. If you do need approval, a template for this is also 
attached to this email. PRIO then collects all approvals/ notifications (in some cases it is sufficient just to 
notify relevant authorities about upcoming activities), and forwards them to the PO/the REA in annual 
deliverables. The first one of these deliverables is due now in M44. 

 
What we need you to do: 

 Consult the step-by-step instruction below to decide if the activities (between M41-M47) that you are 
leading require approval.   

 If you need more information, please let us know, or have look at the DRIVER research ethics 
guidelines, which are attached to this email (in the shape of D91.3).  

 Whether approval is needed or not: all partners should fill out and return “Template 1” to PRIO 
by 15th November, to inform us about the status. 

 If approval is needed, this should be sent to relevant authorities as soon as possible (if it hasn’t 
been already). If needed, you can use “Template 2” for this purpose. Documentation of the actual 
application/ notification should be forwarded to PRIO by 1st December. If you e.g. have not heard 
back from your relevant authorities by then, inform PRIO about this. 

 

Please be aware that it is not PRIO’s responsibility to obtain approvals for you, but we are here to 
coordinate the process, and to forward the required documentation to REA. If there are questions, we 
remain at your full disposal.  
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While the rules vary a bit between countries, the following table is a good starting point for deciding if 
approval is needed: 

 Is personal data being collected? 

  

WHAT DO YOU DO? IF YES IF NO 

Do you collect directly identifiable personal 
data? 

Data Protection 
Approval needed. 

Data Protection Approval 
might be needed (see next 
question). 

Do you collect indirectly identifying personal 
data (such as background material that might 
identify individuals)? 

Data Protection 
Approval needed. 

Data Protection Approval 
not needed (if “no” on 
previous question as well). 

Will personal data be collected via online forms 
(direct/ indirect/ via IP-address or email 
address)? 

Data Protection 
Approval needed. 
Note that even if 
only the data 
processor has 
access to the 
identifiable 
information (such as 
an IP-log), approval 
is needed. 

For the collection of data 
through online forms to be 
regarded as anonymous, 
neither IP-address, 
browser information, nor 
information capsules etc. 
can be used.  

Will personal data be collected through digital 
images or video recordings (if faces are shown, it 
counts as personal data)? 

Data Protection 
Approval needed. 

Data Protection Approval 
not needed for this 
particular activity, but 
could be needed if linked 
with other directly or 
indirectly identifying 
personal data. 

  

Thank you for your cooperation and best wishes for a nice weekend! 

 

Kind regards, 

Stine & Bruno 

 

Stine Bergersen 

Researcher / Security Research Group Coordinator 

Peace Reasearch Institute Oslo (PRIO) 

stiber@prio.org / +47 22 54 77 25  

  

The linked image cannot be displayed.  The file may have been moved, renamed, or deleted. Verify that the link  
points to the correct file and location.
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Annex 3 – Template for research ethics for DRIVER+ activities (M41- M47) 

Within FP7 projects, Special Clause 15 (SC15) regulates the collection and processing of personal data, 
which means that any research involving personal data is subject to approval by the data protection 
authorities (DPAs) of the country in which the data is collected. 
 
This template should be filled out by all partners, and returned to PRIO by 15th November 2017 
 
 

  

                                                           
14 If no approval or notification is required for the activities between M41-M47 in a certain WP, a general statement can be made 
here, such as: “No activities in WPXX are in need of approval/ notification between M41-M47”. 
15 If approval is needed, documentation needs to be sent to PRIO by 1st December 2017. 
16 If a notification is necessary, documentation needs to be sent to PRIO by 1st December 2017. 

Task leader/ 
contact 
person 

Description of 
data collecting 

activity 

Activity 
starting 

date 

Related 
task / 
WP / 
SP14 

Is an approval by the 
relevant data 

protection authority 
necessary? (yes15/no) 

Is a notification to the 
relevant data 

protection authority 
necessary? (yes16/no) 

E.g. PRIO/ 
Stine 
Bergersen 

E.g. interviews, 
focus groups, 
questionnaires. 

E.g. M44 E.g. 
T913.1, 
WP913, 
SP91 

YES YES 

 If “yes”, what is the 
status of this: 

If “yes”, what is the 
status of this: 

E.g. application for 
approval sent to the 
Norwegian Data 
Protection Authority 
03/11/2017. 
Documentation of 
this will be sent to 
PRIO by 1st December 
2017. 

 

E.g. a notification will 
be submitted to the 
Norwegian Data 
Protection Authority 
shortly. Documentation 
of this will be sent to 
PRIO by 1st December 
2017. 
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Annex 4 – Documentation supporting Table 3.2 
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